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1% failure is enormous… 

= 300,000 crashes a year

IF 99% OF FLIGHTS 

DIDN’T CRASH -

YOU WOULDN’T FLY!

Fact:



DOESN’T MEAN 

YOU’RE SAFE

JUST BECAUSE IT’S QUIET 



MORE ATTACKS
SENSITIVE DATA IS LUCRATIVE



DETECTION AND RESPONSE TIMES 

ARE UNTENABLE
60% of organizations breached in minutes or less1

66% of breaches take months or years to discover2

70-90% of malware samples are unique to an organization1

32 days to respond to an incident2

1Verizon 2015 Data Breach Investigation Report
2Verizon 2013 Data Breach Investigation Report

Time to 

Resolution

66%
in Months

or Years



METHODOLOGY 

OF AN ATTACK

Our 

Enterprise

Their 

Ecosystem
Opportunity

RESEARCH

INFILTRATION Patient Zero

DISCOVERY

EXFILTRATION CAPTURE

DAYS TO WEEKS SECONDS TO MINUTES WEEKS TO MONTHS



VISIBILITY is Key
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PASSPORT
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FINGER PRINT



EYE SCAN
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LUGGAGE SCAN



IS IT ENOUGH?
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BEHAVIORS



STOP



KERNEL LEVEL 

VISIBILITY



• Uncover forensic residue across every 

stage of the attack cycle

• Reveal data security risk, no matter how 

well hidden

GUIDANCE 360° VISIBILITY

ATTACK CYCLE BEGINS
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• Threat Detection and Threat Hunting

• Active Response / Alert Triage

• Incident Response Support

THREE 

PRIMARY 

SECURITY

STEPS

ENCASE ENDPOINT SECURITY



STEP 1

ADVANCED THREAT 

DETECTION



THREAT DETECTION – ANALYTICS ON ENTERPRISE-WIDE SNAPSHOTS

Running Processes

Open Ports

Loaded DLLs

Logged in Users

Connected Remote Ips

Storage Volume Serial #s

…

Enterprise-wide 

Endpoint scans

Data

Warehousing
Analytics

Running Processes

Open Ports

Loaded DLLs

Logged in Users

Connected Remote Ips

Storage Volume Serial #s

…

Running Processes

Open Ports

Loaded DLLs

Logged in Users

Connected Remote IPs

Storage Volume Serial #s

…

Visualization

μ = (ΣXi) / N
σ = sqrt [ Σ (Xi-μ)2 / 
N ]
σ2 = Σ (Xi-μ)2 / N
ρ = [ 1 / N ] * Σ { [ 
(Xi-μX) / σx ] * [ (Yi-
μY) / σy ] }

Scales to 100s of 
thousands of 
endpoints

Historical database of 
endpoint telemetry

System performs 
statistical analysis to 
compute baseline 
behavior and identify 
outliers

Results are visualized 
to easily spot 
anomalies and 
potential 
threats



• Host Information

• Hostname

• IP address

• Operating System

• Processor

• System Type

• System version

• Service Pack

• Is64Bit [Y/N]

• Accounts and Users

• Account Name

• SID

• Last Accessed (logged in)

• Open Files

• Full Path

• Filename

• Process Name

• Process Path

• Process ID

ARTIFACTS COLLECTED WITH EACH SCAN

DLLs

• DLL Path

• DLL Name

• Injected DLL [Y/N]

• DLL Size

• DLL Hash

• Related Process Metadata (see 

“Process” section)

(Network) ARP Cache

• IP Address

• MAC Address

• ARP Type Name

• Adapter Name

(Network) Network Interfaces

• Interface name

• IP address

• Net Mask

• MAC Address

(Network) Open Ports

• Local Port

• Local IP

• Remote Port

• Remote IP

• Protocol

• State

• Port Name

• Process Name

• Process ID

• Parent Process ID

• Hidden [Y/N]

• DLL Path

• DLL Name

• Injected DLL [Y/N]

• Dll Size

Processes

• Process Name

• Instance Name

• Hidden [Y/N]

• Process ID

• Parent Process ID

• Executable Size

• Executable Hash

• File Path

• Parameter

• Service DLL Path

• Process Type

• Service DLL

• Start Time

• User Name

• DLL Count

• Child Processes

• Service Type

• Is64Bit [Y/N]

• Running [Y/N]

• File Name Only [Y/N]

• Root Directory

• User ID

Each scan takes seconds, payload is 0.3 – 0.5 MB and is extremely scalable

Anomalous Process Spread
These artifacts are used to baseline 
process activity on endpoints across the 
enterprise and detect net new 
processes or processes spreading across 
machines at an unusual rate in a 
malware-like behavior.





STEP 2

ACTIVE RESPONSE / ALERT TRIAGE: 
CONFIRM AND PRIORITIZE SECURITY ALERTS



ACTIVE RESPONSE / ALERT TRIAGE – INTEGRATION AND AUTOMATION

ATTACKER

ALERTING TECHNOLOGY

IDS FIREWALL
TARGET

ENCASE 
ENDPOINT 
SECURITY

COLLECTED FORENSIC DATA

Provide Endpoint Context to 
Security Alerts

• Visibility to endpoint state at time of 
alert

• Snapshot module

• Baseline comparison to detect 
suspicious observables

• System Profile Analysis 
module

• Configuration
Assessment
module



KEY INTEGRATIONS



STEP 3

INCIDENT RESPONSE: 

INVESTIGATION TO 

REMEDIATION



• Host based artifacts 
collection

• Internet artifact collection

• Live RAM acquisition

• Registry Search

• Entropy Near Match

• IOC Search using YARA 
rules / STIX

• Forensic Endpoint Event 
Timeline

DETERMINE ROOT CAUSE AND SCOPE OF INCIDENT

Incident Response Modules



ENCASE® ENTROPY
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Expose additional instances or variations of malware on systems

• Find like binaries

• Signature-less triage of advanced malware

• Based on “Entropy” and file size



• Remote Process Kill

• Remote File Wipe

• Remote Registry Key 

Deletion

TARGETED CONTAINMENT AND REMEDIATION 

Alter endpoint state remotely and discreetly, without reboot, to contain 

threats and remediate them.



POLICY



THANK     

YOU
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